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SkypeMorph

Protocol Obfuscation for Censorship
Resistance

Tor traffic obfuscation: SkypeMorph
disguises communication between the
bridge and the client as a Skype video call,
which is our target protocol. Protocol
obfuscation is greatly needed when facing
large-scale censorship mechanisms, such
as deep packet inspection.
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Statistic Data Structure
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10 Step 3

Simulation and Optimization in Obfuscation Modeling

Presentation to SCE



SkypeMorph Obfuscation Simulation
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Conclusion

The DPI system is a complete solution for deep traffic analysis. We
can conclude after simulation and tests that our statistics data shows that
SkypeMorph has a sensible difference from Skype traffic. This difference
can be a base for automatic statistical analysis to determinate the Tor traffic
on specific station.
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