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Nian
JPDINN NN WIZID VITVPN OYNNYND NIVIRNDT MND TP NHYA OPVWHN MM NN TOor nva
DY10HN DIINN DYIYN YANIN DXATINND DY PVYIMN NYI TIT NYIN NNIAYN DX NIYHD MDINN

YA DO INNY 9197 MIDINN DX PPNNY wonwn Yov 75 ,(nodes) oonns x (Relays)

ID) RPN, PO DN NP ,27NIND DOVINIY DYDY, DIRNMY DY N1ANONN DY pnd N1y Tor
AMNINRY ,NNN TIVNNIY XNIND TIVHN IP2Y2,27NIN NYWNNN DY NIRNN 60% HaPn MW To DvO
.NSA nYy o)

GCHQ 1 92pnn »v2n YIRM-NSA 1 ,70Wn » 1IN 07X M”53 HO9wad Tor Sv imawn mny
, 770 7)) D) WHWN XINY MINIX PIN NIN NMIDIDY ,MPYN DY NPNI D17 DINNHNND WITPN

.Y DHDA IND ,NIDAVTI 71PN HY MNNNA OINMD

D221 MIAPYA NN DY MNNN NN NXD INDXN PYITIND NPNIID D OINTIN PN DTX NMDT NNIN
5y NNY MM NN NSA -n Yv oann oosnxnn Sy ProPublica 21 000 pav va izt ma
VAT T MINNDN MDA MPINN NPNIDNY 197 9731922121000 DY NINTA .HINVIANI NPVID
DYAYIN DYINDNN ,NYIA IN NN NN HY NNLIAND N2DA YNAY NN KD NSAW DNV Tva

SV MI2NN DININ MIIYN Yy MODIANNY NN Y915 (proof-of-concept), Nonn MNIY Mopnn
L0VPNN NN DY rMmavyry GCHQM NSA N

7952 DAVIN XD DDNDNN DN, NN NYI TINA DXNNN NN ORWNA NDYan NSAN 001079295
DTPHRN DYIYA NHIN2) NIVTHN NOPNNN ON N 12T DINNY

MINKX NN Y NYPN N NSA N MyNNNI DYYNNIN DINIYY NNIYN NN DD DIFDN NNIPD)
.Egotistical Giraffe 1ypn owb nnatw nvowa ,n >wnnwn Sv onvavnn Sy NpMNN

NINNN NN MDD NXAY NNYINN KXY MIDIDN D DN YTHD TINVTIN quny NSAN Hv D» 110 D¥0non
NNNPAY NNX NV .DXWNNYN DY DNPAVNNI MINK NN MIXI DY NIYYW)I XN 1T DIPNIY NN DY
NND IRV WHRYNRY DPINTON 19TIT DY NDOPNA NDIID NNIDIDN

95 YINN IPYDY VY DINAPY N DAPY ,NTIVNN AWNN DY D95 LHNVYND NWYNY NNYMINN NNDIDN T

(Keylogger n»ony maicoin mysnxa) nwia M2y NTHpnn mvpn
NP2 9YTHN ©ION NON NN NN (Silk Road) >wnn 797 9nX 190 Tor nwia 01510 DOVINY

DITVIN OMIPYY IN HIND DIIDIN DIRY DIV 1) Yy NHMNNN Dark Neta Sys qwn 070N
.DMINN

DMON NWIY »TD TOr 197972 W1dPW NM¥NY TOr NI 1) DY DN DXHDN DXINN D YN TIT

,INNA DOWHNYN GON 950-1 INY DDV 1PN, 2013 5911 .0INY INRND DY M an 90 FBIn »MatH
2PN DN 30%
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NMIAVYN GON 147 VYN DXINIYN PN NIV MRPOY 11PN 1.2-H TN w82 2013 °515 2011 INM29 P2
TOY, 0PV ISVINTN YIVNN NMYININI YY) DIVYNN .01 DY MNIVN 3,877-) DOV DY

LDOMPY 9,519,664 DY THY DIMOVNN

LDINNY PRITN,PRPIP PTODPR DN DXAD KW MWD 100 Hyn wea »owo FBIn »atH

NNPN WNNYN D PIAND P09 IN NYWIA MYTINN NX T0ID DXNIDNN PN NIPIIVINRD DVNNM NN
Y5 NN TN ,DXWINNN NP OWNNYND) INNRN DPYN0 MY WIND DI PN INNI MIRPOY YNINY
DMID MNXPOY YNID XON) NPININRND DWNNN TOr NwHa M5 an 70D TITN R8N XY PTY DINIDI9
NPNOYNRNYND YN YT MPIN

IND T DTN )22 INDN HNN DX1D1IN DMID91 DMDINNN D2 DMINNX DIV GONA ,)INIPN NP P71 NN
STV DIDI9YTH YT DY DIDYANN DN NN NN P

790N 19810 YNMPRN YR N2 (981 230) 7Onion Routing” n»ann Nipova nwnnwn NoIymnn
NI SY DIPIMNONI NPT MY TN OIINNITII I9IND INIY 70NN NNINNHD 25NN 2PN NYWIN DY
Y NPT NNPINN IN 0NN NN Yow pman Tor

NN NDYANNVY TY NRAN TDNNT MINN NAYWN) TI2) MIOXN DY NNNX N2DY NNIYIDN T0NH MINN Y2
YN NYTY TIT XOD Y9I0N TYY ININ NNJIW NN DY MIINND NAOWN NN NNV ININKD MINND
NN

AUONN/YTNN NP NN PNONY GRY TITN THIRD 191N MAIWYNN YN IWARND 1Y TONN

PV NHNY DIPIPIN DMVI DIVHNYNI DININ DY DINY NN NWNRYN NNXY NN

DMLYN DY MPPYAN N VINOPWN DY PIONY DI NN TN DIWNNYN DY 1TIDN DIV PR NN NON
TS

oY MPYN NN DIDND MNP RPN PO T DY TOr by 0»21m190 DXNIYN NNYON XN TOY NIV NNN'T
ST PO N O

NMDI DY, 0ND DN, DIXVMDIT DNPHY 1D DXNIN DXTTIVAN DIINDN NINID 0N 1N, TN
LDOPY DTN MM DNYY NPVITM NNYPNN DY PN YTI2 NN WHNYND NMNNY XWIN DTN
NIIWNY NNMY NOYIN MDD, DDIWYN AN DI DIDPYIN DIVNRNWHNI NOTN NON Tor nwav Yoo
JPMN NDNT IMNKPN ONY AR MIXID NONON NPIY 372 (AS) NNN IPMINVIN

YT DMYSNIN DY P YR TOr nwia D139 DOWHNNYN 1909 91D GX) MIVAN XIN NV DY M)
DXNNY OMNND NANY YTNIN DY IXONP VNS 09I HYA DN, NYIN DY NDIN VNI PPN

NN, TNIN ML XY NIN LIV WIPWN D o) W .(Entry node, Guard node, Exit node)
DY27¥N N2Y MNTI NNLAX NPYA NNNY NDID NN O»N NONIN Sya ( Exit Node ) mnosr » ooxmn
.DNOY DWINAN DY DN DOUWNNYNN DY

, TOr YY1 NM2) MMHINDNA NMIXDINIP Y8 NIDSN ND DTN IN G0 N PYTY ,D90ID99 59Y DPIY 110)
PN TOMNXPNRN NNYTII MDITI MNKNN YNID TIVNN TOr nwa, 1IN N2 NN NN MIYIN TUNRI)
DXVNNWYNN P2 IWPN MNP NON TIMINIRD NYIN TIND NYXIND KD 7PIONPNVY 59X, MIVAN 1Y
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NMMON RIXNY 19708, 7PVINTT NN PPN NYWIN 97 1XYW 1191, TOR YW nyawn Y5 PN oWy
LDXVUNNYN P2 NNMIN MIVPNN WINID

DOV PP ROYW DMINND TIY N DNNY DINND NPHIINNL TNXN D) X2 ,N¥ODH2 NPNHMNIND OY
AN NDND

NMIYYNINI NIYIRNND DPIN NYHNY DINN DY DNV DIRINN DMPYD v nwarn TOR N nvn
.0nion 2 nP»NONN NTNPH NIND NYPH MYINKL , 01X NTY TOR PV DINDNIDN DINPIVI
19797 NORN M2INIY NI IWaN XY DNS nawa 12171 XY /monnNy nny»o N»N 0Nion nn»o

TOR N pav nIva DNHDN T 1NNV M52 921710 (1215 TOR XY 1YY NHna) PYOY 12 DIV DNNY

.PMIYad NyTY

VIV NIN IND MWD Wipan 0 NYTY XY DNV T52) NOIT 1Y ¥y 0w N o ,nnminna TOR
NNPD YINOWA POX WNRNWNRN YW NN ToNN2 NavN) XY nvn Y IPH n2mnd qona .0t nx vy
.Onion

DO 2N ,107T MAYNY YRN MR 1N PN Onion router Y55 nmay N1 napy awaxrn TOR
NN DAY NPPTN PT OX HYNY D5 ,0°079 NN MDD 1D 1P mM2Ind nnaa mdan ,Ivann XNy

, DMIWAND DY TPONN 5 NN wnwd now Onion router 1 ,0°0791 551 IP 1 m2ind 55 NN D waNn

109 X2 1P ar mvann Xow ey 1) o Py nd Entering node; Relay node; Exit nod
wN Exit node > wnw x5 Entering node; Relay node 5 p1 wnwd b5 wow Onion router

20N T NNANN NN PN
55w N5 23wn Onion router 1 MK Y »0790 NNaNN NIV 0INN Description 2 yamw y71nn Y5

.TLS Yy »on 0y nooian TOR directory n yab 032y onsy ad> Onion routers 0 pa nvpnn
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V79990 NIVN

DMNNN DXNNY NNV YT TIN TOr NYIA NNIYNN DY NPIINN NPV ¥IND NN VPN NIVH

APTIN TYOYY NNINA NIIWY NNAYNN 9D NX N Iwr Shniffer sbya nvHa

591 YaAPNY DIMNNIN DO NN XAPN TYUN NMND NIYY NY1PYS DMNMIN INDY MYTIND NNMND qoNa
DNPNOYNNYN NN XN NPYODMVLO HY DNPINON NIV DXNNND

NN PXYTHI MMY DTYNY ,DOWNNWYNI DNV DY PRI (Sniffer) 51307 N5 NIty ¥ NNT NVNY
NIYNN DI DIDID) PN VX Y92V NN ,MDANN DTN MDAND NNONY 1NTY MIPANN NDD MNY
DY NIV, NIV ODIN DIPOITH NN MNTY NDI MNT D NPO MPIANN NN AV NN ,MD7IN 29N
8PN WHRNWN N NI MHANDN PV Do

2y NNYY NIV M0 PV NPNY 1912 TOr McINN, NYI2 0 DY IWPNN M MYIY 1N XY DD
D>HD2 IND, NIV D DTX PN NP DY AN YN NT IYNRI DR, YO0 IN NYWNN DI DN NPVIS
DN NN NI DTN PN NYNN DWY DTRD NNV YD TN ¥ DONNOP DMIPNA 199, 119) DMy,

MYYN NIN Y9 1IN NNVAN DY DITH WY NYY DX NI DD TN, RN DIVINRD NN MY DI»Y D5

X199 INPHNN RO DNV NN TYUNI DY TYY DNVIANRD X NPYD

YA X9 7Y ODON BN VI NPNY 0N (TONMNN O) NNYTD

NOIYNI WHNYIY DOIPNIN DXNNY NONYN XTI TIN Tor nwa Sy NoIvNn NN DW»Y XN YN NIVN

AT DY DNMOY
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Tor nwHa NIsOND

M2INN NX VI XN MIYPNN MMD DTN TITIV MPONY NN NYIN DY NOPN NP INKD
MWD MZPIANND P2 PNYNN AT NIV NP OVANYN P DSYNP MNTD) 0NV 71T NYI2 MNINY
Bkl

NS D)D) NINY 29D WHnwN DY NYNNN DY NPAD 91970 Y NynNo TINDY D82 230 Dy 7dPwa Tor nvn
N2IWN DY NMIYPNNN NN NAPIWN MD2IN MNID NIV NITYA IXINP MINA MY NPHINNRD NYIN
. 2apnm

.Tor nwAa 10 NN XY MY NYRN MNNIND MOPNN Mwyd wanw N Murdoch and Danezis
, VITVINI NYITH PN MDY DNITITY TIND NDIRNND NMN NONN TOr NI YW NN NPIVIN

29219) Y2209 2> HY MAPNN ,NNAYN MDD TH NV XY YaN
DXNNN DN TIT PXONY NYIN DY 7252 TOPON MINN DY D220 MIVIRNDND MVYTN MPANOV NN ON

.TOr nwa NpoovNny NPMININD NX NI DTN DXNIND INDNN DT YN NITYD),)IN) YIID VINIY YY)

$VNHYN D99INY MUY

YR PTHINY DT 0X2PY DNY2 TOr N HY NNLIAND NN TIYND NOIIPD HIN

DONTY YTIIDIP NV NVIYL WNNYN DN, T OYY .NYIA DIWNPN DY NMIANDNN DY MWD Y NT M
. DMV DOYNNYN DY MDY YTTH NYIN DY NPT WNRNYN DY YN NNd

NIDIN MWD NN MNTOY,VRNWN SY NRMINN MNTY , Tor nwi v S1ina wnnwin on,nnnT Yo MNay
DY 2> I NN WY NON NININT 299 WHRNWNT NPDININ NN 1DIYN DN TN RN Tor mpH
.Tor

NN INYY YT, NYII DPNVDIN DN VIDOY NYIVY , 23N RPN P890 TOorPS-n nx »a on
ANNYNRN DY MM ONIN 29 DY >N DIINON NN YN 1919 INNDY 12¥2 DY MNP 1Y 8NN
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TOR nwHa 0551
JNIY NPIVAR YITINI WHNWN N3 Y8100 TOr winmdw xx»y 1y 0t H1in— (typical) o vnnwn e

VIDN MWD .4 912092 .3 DMINON / 930 Mwn MY .2 S Y3 7 Gmail-a.1 2pyd
LOILYNI

JRC vy HY »1yoa N, MwWN NN TN Tor 2 vimdvwn nX AN MmO -IRC e
TN MY 21571 XN . TOr HY VINVI MYNNNA AP N I -(BitTorrentyvyNvr> o

2NN NI NIDNOVNITII VN NN DXPTHIN O, D2 DVNNYNN TN NP DY NTNNN
. 9Ny D219 DXOMND TIT NAY VINVIAY

LN NNV, 6523 D DYONAN MDD NATNN YT DY MIPNN HTINN NN MYN M Y1 -WorstPort e
21 gobby 7 S H1hn N2
STNPNIA NN OPN NOMN HYA LAY ININKY G0N 6523 190N LS
MDNNA VIDOY YT IWR TN 0PN NOMN Sya v19-5 Tor »1 by wapiw Exit Nodeb man
.72 3 270 (Uptime)rmonr npnd narny 0008 Exit Node

, HTTPS 443 2 00191 1901 Nabnn 1 Sy "IN DN X Mwn Nt Y 7n -BestPort e

.Exit Node 5w anya n5r1n nnon »72 Sy nonn W

ARC-1 571110 50 991 399N HTINNN DT 2.5 59 981 VINVI TN
. DVNNWNN DY DY WaWN 13 NYI2 DN DI D) VINVIAN
DYNNN HY DNIN YNID TION NNIN TPXYNP Y8 N8I TUNOY NN 91 DTN NN NOXY NDON

MOP AN N 01PN TOr NYH2 029 DMNDN 1IN TUN DIVNNYNI S YT NN NPON DONY

YT N2 YW NDP0N DX DOPNY YT 1DV DIN AN INSPNY INPI NV TITN NN YIAPY TIN PN
D109 MY MNAD 11D 2N RIN ,20¥N2 DMNHYS 10NN ININ NN N 1N ROY NN .NYI 12N

oM GUARDN 00 27710 mMNVNnY 03ndIn NN, 790 NIXONP NIPNN Y81 nin by
DYNIN NN .NPNYN DXT IR PYND YT NOW 19T 22901 88 wonwny GUARDNY oonon dx

955 NN NIWANNIN NN NP TR NXY GUARD 537 X 5205 XU 1R SNWinm NS NNISY
.DYOMAM MAINON
YNNYN Y NYIL 129N YTRN NN DY NDY0N NN DOPNY T 23wn ANy N2 X0 GUARD nmwn

MYTN MINOY WrN MNa N270 win GUARD onawvn oownnwn ) im)
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DYD IMIX NTY NI ,FiN 9371 NNDIDY KXY NOR MLPOY KT G0N TCP D710
DMIMN MM NNIN DAY PAIND MDD NN NON MIPINT MIVPNN

P2 PIYNN MNT NNOANN NN XMW Histogram 7ynd nynwnn >nnin nodn .C
DMOIYN DY 1O NNV ININD WNNY MPINN NN NX IXMN TIVNIA 1N YOV 1O ,MOP

msa

90
80+
70-
60 -
50-
40 -
30-

f
20+ I
!

10
0

LJi B T

1 4 7 10-20 40-50 70-80 10CFTime (M.s)
1000

J

11
Tor nwaa NP >UNRNWYN P2 8NP



IR oy — [

SHAMOON COLLEGE OF ENGINEERING

Analyzer nnn yppn nmde  .d
-NNOY TN (2

MLPS 1000-2 DY Y52 MDY NIN .NNINY NNYOWN AT NIAXY YW YNNI MNd Nyap .a
RaNEaRA))

Local host 77159 nwia unnune 11,0719 NN DONYIY NIND NPRY D

00”9 nwA Yv P 2 0n»a yivpn oavnnn

DOLPONN P2 MW T LP»IRN NN Object Stream nNtya NN NI NNYY  .C

- Analyzer mm» 91 m (3

Y990 2 NYAPY NONK NINM ,DONY DXNNYN MLPO NYIPA NHX T MM .a

DN ITOPIND PHIND NN 2WNNY DY DN Histogram
NP Y21 5D DM MLVPI PR .b

990102 N NPYNN WM 9730 DN TINN IO TAR YD UND Java nova nvmmn Dyo NININND NOIYNN
pPoNn

DXAXIVY DNITYNN DN M N2 Real Time no9yn Y 72770 % 772190 XY, 970 NPIoNn Y9IND
DV NNINN T .0MIDOONN NI WHNYND MIDIND DY 73 NI 7PN NPDVPRIVIINI NWYN 1D THR YN
1001 »N 555 TIIND 52PN DXNI NINRY DINOONNN 53 DY YN 1IN NIONN
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NYIN DD DY MY MDIND NN T2 ,11°0 1100 w2 JnetPcap y WInpcP Sv nypninn anxd
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192NN Y0191 YV Fin Y7 natya NON M an

1000 YIDN INNKD .YTNHN NN 0NN NNPD NN TN PPY YT NNX IR TIVAD NDIIN NON MD*AN NN
NN NITY NON YOI, MIAPIY MDPAN 2 D P NIV NIRND PIYNN 2N OWIAN NN NPT ,M>>*an

95V 75, MTINY MLPS PWIAN P FPAYIN MY NMNYANT NN IX»H M Ty Histograma n 7ivn

IMNI HNTINY MS2 197 NNV INMINI TWN MPIYNL IINY MTINID M7INN NN NN IXMN TIYNI TN
TN NN

N7YN HI’*av

TOR nvH

. YNINNN YHRNYNID VONNA 90 TN ,VONIN PN NPV NN 1T NYIL VIDIYN
AUNNYN D DY PTIA TIND PN D00 NNIN D910 TWUN DMMaNND INd TOR Y

NIYN IR NNDWI NIINND NN NDAND ,0ITVYRN NI (Packet) N5 an 0N NN IWRI — )Pon
272NN DX N TYN DXAVNNDI DOXNYI DY GDIN TIT MNAYN 97N NN, TN NIINDD NIV INMN TWUN
YNIN PINN PPT YT NOVW NN NYIN POX TUNX NIWN,NT AN TN OX WIN NDINN TUNX TY

TOR 797 020N NN 0712¥10 NN TUNRI APON DY 7N DXPNY NPXAND
P2 H89NNY MNAYN NOV NIANN .NIYN DN DY GWUP DXV DY PRI NIWO MDY NN NN ND*aNN

29w PWN-IP 1 n2mno nx AN XY nIvd 701 7172 Relays nnd

272NN .VITVIRN TIT D)7 JPINT NINYY DNV D IR XD, NIYN IN NDWI NRY MDIANN — MIOND
OND 71309 0V NORN MWD ,NOY TN DY INY 29PNN NDXANNY HID .MV NN MIAXIN PNIN

NN DIANY Mo WX Man in the Middle mapnn by TINnD DYWPR PR ,NT NTIAY 19INT XD

ST T2 M>2ANn

MI2YNN DN NPV PRY N9>231) cookies omx H¥ N7ayn YOMLIN 1PN NPDIN TOR-N NYI- NPon
791NN , TOR nNX Dy9n NN UKD |75 Q0N .DOWNN DX IR DINK YN cookies omx Hv

AAPYNN NN HVIY NI DY AWNNN Sy Y15 DM»PN cookies N Non
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Directly connecting users from Israel
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The Tor Project - https://metrics.torproject.org/
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DXVNNYNY NMY MININD DN DM DPX DwHN Hv-IP 1 mamon phn NNy non .nvo
YXINNI ORIV DOWNNWN 269-3 NT 19IND DMIINND 1PN NP YTINA .MDN NYID NYNN N2 MNTHN

OYOTN

DNYN 901 TIIND NNMIN MINID 1N 1000 NNNN 14 O 5 ¥y3¥I1NNI DXIVN DY 2013 TN WTINA

DRIV MOYIAN 10NN NNNN MNINKD
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DYY YONRN DXNNND DINON NNIN NOY VP NAXN MY MIDIN 1N OXNNNN ) I0NPNNH NNN*

.Sniffern nynovn

WTIN 9% NIT'YD 101N NIINN VYmn

20
B onn nonm pvmn

15
10
5
0
o0 q%gs::.‘ﬂ:-\‘Jlaﬁ%1%ﬁﬁ%iq%gﬁ%i1@%ﬁq,,‘\51"ix,ﬁxﬁiﬁxﬁﬁﬁﬁﬁgﬁgﬁ “{}’@{lﬁﬁ@fﬂ @ﬂ,ﬁﬁ@ﬁ
16

Tor nwaa 18P SWNRNYUN 193 YYD



_—— S BE2E —

SHAMOON COLLEGE OF ENGINEERING

NIV OY HINHVYPN

:NYVIPN NNPN

YT PIYN TN8DY Onion proxyxipivw TOR 5w Hropnan 717 INRY 1YY NN NYpa IR N 7212"
,Nvpan Mayn Onion Routers Yo°x 777 y2ipn 20 SOCKS, 2 nominw s har Y5 oy Tayd
.0>»nt Onion Routers Yo 'x y1yw winnwnn 1331 wrn yapy Circuits n a57mv

NPNY MIYOND NN Y2PY PNy 1o Onion Router osyaw xinw TOR Directory n nw natya
DXNNY 71PN NNIRY YT PAYND YTV XINY DININ NN DINNNY NPOVMNT NTIVN DY TN 1D NIY
.DYNM

791 72127 W amnw nn Telescoping circuits, 2 wnnwn TOR v X0 nyTH XTIV 0N 1WN 117
IYNND 2PY I Iwarnn Leaky-pipe circuit topology XA maan Yy ooann oy 7170 Y5 NN
MODIAND MNY MAPNN OY NMITTINVNNA RIYY 10 SN0 1Y 88 y o0 Circuit

,ANLIANY MY "My TLS poian Onion Routers n Ym nnaw ywon ,Traffic observation Sy
NN TIND NPNMY) DIYINI DY VNN ORI XY MONINNN DI TNND NMIVID-N NN OY NTIAY
I¥192 DIV»N NNONM

D) XIPIVY 772 PWNIN Onion router N Ym TLS ywo H>nnmn 7211"

a5 Entering node n 7771 relay nwy 727 yon anxo Entering node

72127 AR MW Twnn >nown Onion Router m nna TLS, ywo 7% yx xan Onion router »
Onion n 7y TSnnn Pwon 751 Relay node x> X0 Onion Router my> Relay Ty mwyd »15
M Onion router N MDD TYO YTNRN NN PN YPPINY PINKD router

Onion 19901 NN AN N AWRD TLS Sw 0)wo - N A8y 72127 727 Y 1903, EXit node N p)

N9Y DX21IPN PO DX P a1 Onion router Y5 1N MNNTINNIY 29 1YW .92 XN 0577 routers
.Circuits n 95 nx

TOR, q01N2 .0%NWN DN PINKRY PT 10 DY 19T TUNY PUNIVIN 19N DD TN Circuits n Yo

End-to-end integrity checking o yxan
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NNVPNN DY IND T T NNONDN DNN DINDINN NN NN PN

Alice  (link is TLS—encrypted) OR 1 (link is TLS—encryped) OR 2 (unencrypted) website
Create cl, E{g"xl)

-
Created cl, g*y L. H{KL)

-
Legend:
Rel L{E d, ORZ, E(g"x2
elay cl { Exten (g"x2)} o Create 2, E(z"x2) - E(x)—_RSA en,cj_'}rptjgn
Relay cl {Extended, g"y2. H(K2)} | Created c2, g"y2, H{KZ) [ X }—AES encryption
- cMN—a circlD
Relay cl{{Begin <website>:80}} | Relay c2{Begin <website>:80}
-
(TCP handshake)
Relay c2{Connected } [~~~ -~~~ -~~~ -~~~ -~ -

Relay cl | {Connected
. y el e

Relay ¢l {{Data, "HTTP GET..."}}

p| Relay c2{Data, "HTTP GET..." }

| 'HTTP GET..."

(response)

Relay c2{Data, (response)} -
-~

Relay cl{{Data, (response)} | ‘i

i

:PYNN NONT

17182 VITIVIN YIZIY NN DX IWRD NYD TOR nNoyN NHY 2WNN1A PPNNY DYN DY, MYUNI

NI OONNNN. NYIL DONNN 3ORIPN JIDIND NN NS MPMNN TOR 1 novn 1o
NNIAYN PAYNY MIIN PPNNY 12TIND OTNN NN NVIAN WHIN WNHHY D97 oownnwn on TORN
S5v-TOR N 139110 ,212 H¥ 91NN N2ANN PRYND NN DORYI. TOR »wnnwn 912y nanmniN UIVIN
D97 NAIWN OTPHRND DY RNDNTL IONIY 29D, 1125V NNIX NOYN NANNN NN NPIN DYN
N2IND NN NN N2 (5.5.5.5) Xy SW-1P 1 n2IND NN MDYY N8 OYN NNIN NANNN NN 95N IN»2
%27 HW-IP 1 oy sy by 90N TONNN NXIN NINNN NAOWA DapNnn N (2.2.2.2) a1 dv-IP n

NI (3.3.3.3) 2379 Hw-IP 1 NNaN 7NINNN D20V .Dapnn N2 vy du-IP m nnbvin N1 (4.4.4.4)

P9 5w (1.1.1.1) 2N NN ©OX SY-IP 1 anya mnsnn n2ovwa) Dapnn Xin 2T dw-IP m nown
NNIYAY D157 N2V DY TN P, MANIN NIV DI PININN DIYN NNNTI IND 90N .D2ApNN NN
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NIPY ,NINAN NINND N2V NOY NADUN NN NN 190N MIND DY INNND .INDN PAYNY 0D Ny
2N NIPY N

DMV DN PAY 19THTN P2 NN2YNN MOXNY wowny SSL 5171010 v warn 80 TLS :)ipwons
PNIANY NP2 NVIVAN TITH .MTIVA DY NODIAN NVIWN INRD MINT NN SYNNIND YNHWN GON)
HTTP oypna HTTPS-1 5nnn Mwrpne XN na wnnwn NNy

. DMV DOYIAN DY YR NYY 1T DINYD TURD DN DY NPYR INY DD

Tor nwHa NPY NHINT PN

"Anonymized routing through |
_TOR network virtual circuits

]
relay node |

'/My TOR client contacts\' + _ pUb“C SErvers

TOR network  which

creates a random path : -
\tg__my destination server, -
\|k —
| uard node - ]
‘\ / g eX|t node P
L4
'

my PC 4 ‘,.-’ 5\ B

/| - N
. / | un-encrypted
e | http packets to/
4/ |‘ + from destination
| N ~ .+ B -

o~ ™
AES-encrypted

http request to
\aﬂd from TOR P

Internet

< encrypted tunnel > < Un-encrypted link + TOR network node
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:hidden Service

Y ANNA (00D YTIN IR WNIIM PWINNN IN THX GR) DMIMININ TN WNIN WINNY NIPN I

2199 DIYNa VIO 1PN ND T NNDNNN NN 190 TOor nw NN NNy NN 02D NNIVPNN
DIVP 1901 DN T2 BWH |, Tor nwy I Y oo ynwn Hidden Service 7MY 7% nHnn
-5 YNV DOVPANN DN DIPHN DIYN 9N ,17N2Y DIPINDD WHY GUN DMWY

NN MW DY 5N NNINN NOYIN 195N BvPY, Introduction Point
DY DNMNY 12DIDN NN DION NYIIN 1OV 19IND DIYTIN P DIWPNY TIva

YN NNVYPN) 29N MY Nysann MIvpnn 1pv 1P namad ooyin v &5 on Hidden Service- n
09817 19N ©IWP 3 TIT NN

YN DIWP DY PPN >2mon NNann Nr o’w Hidden Service Descriptor nys> X »win 25vn
. Tor nwAa v > INDIN MPYnw >7o1 Nt Introduction Points 5> oownwn

Hidden Service n 93y Yv 0790 NNona 0N XN WD DHT nwad ndyy nin y1nn

DHTnwAY noynw y1mnn nx N1 X0 nwos Hidden Service Y nwid wipan mnwhs vop awnd

5 DOWNYN TWNR DMIVPN DN M NYTO N9 XN 7521 Hidden Service Descriptor n oy oxnmny
MY Y N2 INON NN oY 2»n Hidden Service Y nwab n¥nw v»op yadintroduction Points
YT NYPAN NXIN 0NION NHPDY NYP PN VIOPN TUNI .WNRIN

NINON Yy YYD ¥y o»pw mMpna DHT nwann Hidden Service Descriptor n nx wipan)

. Introduction Points o©Yya qux ©vpn XY MPYN DY >IN NNAND DN HAPN XIN TI2) (NN
5w Swnn Pa wpnrw-Rendezvous Point 5 wnwiw qwph 9iyn N> XN ysan v»Ypnvy Nan 15wn
.Hidden Service n 5w Synd vropn

TAND NNVPN DIvN I8 LYYPN 1PN IR, (Cookie) Nmys-Tn XD o) Rendezvous Point 5
7272 YTNIY A0 (VYW WP XY DN s1-Yy) Introduction Points  nn

NPV YV *m9N NNaN T-5y noy nyminn , Hidden Serviceb homw-Rendezvous Point n

. DH 5910779 n7tya mnnan nasning 10 N NY SY NNDNN NN 192910 XN 000 P

NN D2 VY TIM Rendezvous Point 0 Y& nwpn Yvn 3y Hidden Service-n

WX NN9NN NN DH 519101792 70 NN DY mIvn mISNND DN N IMNT DN WYRD NNYS-TNN
VIPPN P2 NNWPNN Y3, Rendezvous Point Y ny»n NN AUXd NNWPNN NN Pax?

YR INW DIV wpnwn TNR Y5 Iwrd Rendezvous Point n 797 7vayn Hidden Service m
-Y9>T 51P10I1N9 NITYA POMINY NNNT NITYA TN MNN PITY NN ,TS D2 DIVNnm NN NNIVPNN

R ab)
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95 19V 19 NPNNNIND DY NNYO 18 95 qwann Hidden Service 2 nmvpn Davn Sw 51950 ow»n

»vpnRendezvous Point Y nyTinn nyan oyw many o nNvpn Divnn N 1MNY 1M1 T
1229 VYYPN P2 PONIY NN Y T-DY TMAXIN PYTY NYTIND ,1IMNDN 919520 NNYPN

LDDMMNIN DN 0N WNIN IWINN TI2Y 23w 18D 1NN 18 95 Hidden Service n

moupan vs o’APl-ny Java
9995

NN (jars) nr1oo dnwa vy i, Eclipse na>aoa ,Java nowa ans vp»11on

.ZIp XY NmTa TNR XY metadatay mpobnn sxap tnnnn NP wn (Java Archive) Jar

wpnwn eclipse-a import mwyd 11103 DNY NXI190 Y82 NN MIN Yy Jar )¥ap %Y DN DINNND
.0)OM2

JNetpcap :Jar 2 vimw nuy) BP>1792 NN
el ALh)

Y1) NVIPNN INKD .NYI2 MLPS SV (Capturing) NI55 nwpwnn Mna Mp 9o nrn JNetpcap

Java nava mupan by Tiady y8ad

: 072 NTIHN NJW MIXAD NPNION 1PN IWUN MY MPINND NPTIN NMI90N
MLPA NI NWHRYNN MIOIMN NPoNNN — INetpcapCaptor e
nw pwnn ms»nn nponn — NetWorkinterface o
nYI pYnn Hv nnd ms»nn Nponn — NetWorkinterfaceAddress
DY DD MLPA NXMNN MPONN MYIY MK Ir NpoNn — Packet o

PYITH 19N MNMON NPHNNN 1P nops mx»m Packet npbnnn nwavw npbnn — IPPacket e

.DYOMIN MTYN DI OY (6 XD 1D 4 ROD) IP nops

NN NPONNY T2 . TCP nopa mx»m IPPacket nponnn nwavw npdnn — TCPPacket o

.D»OMYIN MTWN Y5 oy TCP MOupa o 191N MN»n Npbnnn oy
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DMIN TIYN NDIV SN TN 1) WHND wnunwnn NPINKI IWNX pwnn X1p -PacketReceiver o
.NOPAN DY YNID DNINYN PN

VNI 1) 93 WY ©YAPI-N 1 INHNY ¥ IR NV NP D7IN jar-n Dy NTaYN ¥ PN 19 19INa
NI TYN NPIDD INTH .NIPHRN TN M PR TR (JNetpcap mysnna NNOY NNT) MIDN MY

591921 API-2 mNInm U Mo Y 9N MPININD 1R 989D TIINY 377155, 00V 1900 28
INIY MM

:WinPcap no>na nwnnwn qona

2NN YT Y PV IN YT ND>AN NI 12y NWHNWNI 2WNND DY PN mom 80 WinPcap
291 NIN,NINNAVIAY NYIN MM, NMINNDY NPIND YA 191 HAPNNY NJIWN NN WD NN NV
DV N912) NN ,N2Y NN YN NN DY ( DNDN NDN DINAP NIV NYLY IWARNDN XP) 1099

5y ooann (wpcap.dil moxnsy-noIyn N9 ,nmax a2 (packet.dll), >n»T wp noo
MY T1DHY N9I1N NN NMINYNY POV JPNN XN YN N9an pon jnetpcap-1.4.r1425-.win64

Packet.dll . nymnwIv y1RN MMIN NN INRHDI NNY POY MITWIND DY ,NYI DIVIIN DPNYI) DINM)
NPND NV (TAN WHNYNI PYNN DIV PIDNN NOYINN NN PON) DIDIW» MIOND PYUNN XN
NIIWNN ORNNY YMNION PYNN NYNNN L JPNNN DY YTNIN NN DY NPXPND NPYW NYNID wmvn

. VNP DY NOYANN
NN MI9Y, libpcapn oy omNIny NP oaN MMPan bv nTOY Sw nimad N3 xs»n Wpcap.dll
TIDM NNNIN NYIN NIDIND TPRNIY TITA YR MPAN TIFDY MIVOND 195N Nv8pNon Linuxn bv

. N9Y9NN MW
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Linux\Ubuntu
N9 MY MY N2INN 1Y, LINUX 15791 23 DY NMS> AXIN 935 VP1IION YD 2 PN NY>NNOHN

2595 socket-n My sockets NN NWA PWNND NITRN) NOYONN NIV NINIAND NPINVININ
1M1 XD NIWAN NN NI Y DXVIDY MIND VI .MMI) NINYIN MYNT IWUN (P9NID NYA

root nxwan XYY Eclipse-n nx oy¥n

mows xon Ubuntu-a n7vnad moann navon .abyann noyns Linux Sv Ubuntu nyan nanas o by

STTNND 00t 1IN MTIPA NN NVIDYN MNDN TN NOYANN NIIVN DY NPDVIRIVINN VIOV

VIV NN ,DMIXP NTY YN INKD ,NDYONN NN DY NTIAYN .TXND NVIYS N1 Ubuntu nmypnn
NNYNPINY

NNY )P, 10279 TI0N MY 7P TR MNIN NDA02 VPPN DOPIN NNSY 7T ) 2D PON)

NN MNRND MWYD NIPRHD WIYT 70 DY 327 LiNuX Sy 7 nwan Sv mox89mon

Ubuntu

Linux for Human Beings
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NNI5N YN

TEMEPN TPAIN DNN OTMYRYN TN TOIN NIAY DTNHY DTN NNMN VPN TONNI NV NP NMPY
YN

N PR MNP NI 717,012 0100900 PR TOr NwY NX MIND TIT 1Y NTHY NYRIN 219va
I 00N

v Yv o viwm Analyzer ,Sniffer n»a 555¢ nonn onn HAnn vwn abva

MIPININD NRYNI NNDNN NNNNN 2D 1NN DY ,NYID DININ) NIIYD MNIPY DX NWTNY ,TITN NOPNNI
D7792 10719 IWKR NTIAYN MDA YTHINNDY NINNN YN DINPIVYINA YT Nann INrS . TCP/IP

MON> TIIN DMN ITO9Y3 TWR DAIDNNIY N D 3N ©DNna yyan Sniffing n a5y, omnmhipn
NP NIV DO AN NPIYN,D7IDNH INPY NP ,DINNND DIDNNY

PMIANM MLP DY NTIAYN YV PMYIANNI NVINN” 9aPY NoNnM wireshark wpnn ,0mwNnn 0adwa
YTNNND PONNN java nova wnnwnd 1IN 51PN .0MWN DIVI9M NMVN MOVPIN N0
Wireshark v 918 . 712y) {7 DyTINYN N»I1ooH

File Edit View Go Capture Analyze Statistics Telephony Tools Help
BEdod BExCcEIQ¢ va2v/|EBEleceul @¥E®

M Filter: J(ip.host == 64.22.109.100) && ((tcp.seq == 0) || (tcp.sec ¥ \ &% Egpression...% ? Clear ‘ o Apply

No. Time . Source | Destination Protocol | Info

290 4.342916 192.168.1.3 64.22.109.100 TCP 41197 > http [SYN] Seq=0 Win=3072 Len=0 MSS=1460
http > 41197 [SYN CK] =0 Win=5840 Len=0 MSS=1452

58900 [SYN] Seq=0 Win=512 Len=0

403 5.892995 192.168.1.3 64.22.109.100 TCP 36747 > 58203 [PSH, ACK] Seq=1 Ack=1 Win=1002 Len=48 TSV=6295871 TSEF
410 6.064439 64.22.109. 100 192.168.1.3 EP: 58203 > 36747 [PSH, ACK] Seq=1 Ack=49 Win=140 Len=48 TSV=2439492777 T

D] [

b Ethernet II, Src: 3com 03:04:05 (00:01:02:03:04:05), Dst: SagemCom 69:da:e2 (00:23:48:69:da:e2)
b Internet Protocol, Src: 192.168.1.3 (192.168.1.3), Dst: 64.22.109.100 (64.22.109.100)
< Transmission Control Protocol, Src Port: abarsd (8402), Dst Port: 58900 (58900), Seq: 0, Len: O
Source port: abarsd (8402)
Destination port: 58900 (58900)
[Stream index: 10]

Sequence number: 0 (relative sequence number)

nadan lanatrhs 20 bhutan
0000 00 23 48 69 da e2 00 Ol 02 03 04 05 08 00 45 00  .#Hi.... ...... E.
0010 00 28 2b cO 00 00 40 06 df ea cO a8 01 03 40 16 . (+...@. ......Q.

0020 6d 64 20 d2 6 14 [PICCINCENEE 00 00 00 00 50 62 md ...[JHN....P.
0030 0200 c5d5s@@ 00 .

N

@ Sequence number (tcp.seq), 4 bytes || Packets: 1399 Displayed: 52 Marked: 0 Profile: Default
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PRYTIVNY MLPAN NPT : O3 DAYV NYH PHNNN DINNXN DY AYNY MDINN NI D 7P M2
DTN NIYY YTNRN NNYOYY

D0 NV MYIND NN AN WX Rocksaw 100 77790 DY TIayd 1IN NN DY MNY»NNA
ND NNIY MIPONRY NYIN NN 1790 NITYI MYNIN IMNY MIN N)2D D27 NNPOI INNKY TN, NYIN
ANXY Y90 NYIA DMWY DINNIN D DX HAPY DINYHNHD XD NN NN TITN

DRIVER-n %y wvadnnw , JNetpcap n»1902 wnnwng Mmoo 1IN NN DY NADN MSY»NN INND
NN Yav H7ina 7Y NN NIIDNI) NYIA MNIYND MVPIN DY DPNY DAPI T NYIN DV HY

JNetpcap nmooa viw nwy) JAVA-S PNetcap ya pwnnn nx vnnd mn Sy

I9INN DY MNIN NDNT NVYN NN YNID DN : NIMYN NTI MVPIN NV NINNI T TYHNI
LDYTPNY T NI N (VDN MINRNN DY ININKD)

.Eclipse-a1 INetpcap n»190 Mp : XNNTY , 0200 DOWP VYN XY NOPNY TITH TYHNI

DN TN D T891,09W DMIVOR DOV 1T .( Sniffing) YwxIN PONN NX 21N PN AN ADWN
TP7 .17V MOUP 9IN NNMT DY TTINNNY NN NN M N v .real-timen n»yad myn ynn
NN NIV VN NN P XON,NNIN 029D 7N DY 2WNNN NI NVPA DI YN PINYNY DYV PN YD NI

wNRNWNY 102 NoNNna .LIFO napy by D1001200 D907 DN %0 2 wNnd »oudnn .jpcapn N»o
AINNYA NMIDNNN DX WNNY NOVONN DMIDV D1YP APY DYIN java b N nIonna

9- NN NPONN MR NPY Y LYNOV serialization by NTI2Y NNN NIPMIY NIV N»Ya
MNTIP MKRDI) MY 1ANNY DOVPIN NIIPY MIVORND DX ¥y Serializable

9911 9N ,PTINY DO TP NPPNNN Ny nawnn Java .(InvalidClassException pavn) now
NYIAPN NNV DXIVNIIN 90N N NPYNNA PPN HY DY MNP D) .ND¥IN NOIY NPNPNN DINUNIN
TP ON P XDIPN NN DIRIPN,NPONNN NO) TP DY X2IPY DX2AN) DXVPMAIN .IT TP MNWN —
9271 WX O) TN ,NPYNNN DO TIP DY THIRNNY NITHIN 7Y IRY NIPYY 1) NP2 TIPD NNt NpoNnnn
transient 1 RY yom MNWN DITIINY DINDIN TIWND — MNVYN KD NPINN MTYN MIAN DX P Ty
DNV YN PINNY DMIVY IRMIPN NINK,NDIIN TP IR PONNY NN — HWnd

Tor nvHa ©9ys Guard node nnd NN NN NAVNNN VP9 NINNI

D), 0¥ KX NT )PYIV NN NNININ DI MNP NPIYN NPYTA INKRD 0N MNP MNTD MDY 7o
TN MY DINNNA YSIANND NN DXYNPIY NP DDITY DINIY NP IVNTY Y395 11NN
NYNY 55 7921 TOr nWA » Y PHIN NPND YT PPN NPNY TN NIYNY JIT NPNIN ON M) 09

. Guard node

Exit node y Guard node Y5 5y ypny Sniffer qwxo s Tor nwa nNad 1PN 1PYIN 191N INKY

DXNNIXNN YINY YTNN NN NI INTVNY (Analyzer) YTIVY AWNNY NNIY YN DX MDY NIV
. VAN NN DX NMY MPPOLDVLVO NIIYD
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YY1 NOIYN DY TN AWNNIA MISDIND NXA0 NI NNV NOIYNN NNON NP T1 DY NPYNI
M2IND NP Y NIN YA 1312 1PIND, D227 Dwnnwn ndya TOR nwaa nayn nnTnw Linux

NDNIN NN NN MIVIR NNT NIVH MIYN INRD .NYTN N2IND NN X w75 (127.0.0.X) mnmym
VAN DR INTY DINNXD WHYIY DIAVNND MUY

5¢ TP 19 10IP mMano "2 Awaryd nnvna Linux Noyan naayna msmnany d81pa 0M»Y el
92PN . 2UNN IMND DIVHNYN 212 DOWHNWN DY NNTN KD MIDINNY T2 0OV Iy$a Tor momn
YY1 DONNN DOWHRNWN NNV T2 D25NNN Pa delays yyad man pnan

NYIN DXV NN MOLPS DY NTIAYY NWPYHN MNS TP 7190 2N JNetPcap 11902 nwnnwn

9T N30 NNR T Awnnd Sniffern n7iya Mxw ommn Ny ndw> Guard node Y5 .Java nava
STV
NTIY POYY IPYIN NN NNTHN ION

Interception Framework Design

Server

compact stats

n

(

Guard Node

compact stats

User

NYIN 7YONA NV 7PN TOr S 73339 NYI NIV MPDNY NN ,NNIIN DI NN NWN INKD
.09wN Y53 noMav Tor

,NINP OWNNYN P2 MIXDNP MM YTIIV MPONY NN 199
PN DXTTNN NV, NIV 12NNN WHNYNNY TD NIY P27 NSP WRNYN P NNYPN MNTD TIVN) DN

NN MIYY 0NN DX N9, Shiffer

Tor nw12 1NN N1 1IN DN8Yaw NN Hidden services oy T2iyw 7w nad NN Nt 1YY DIW»D
.onion NnYo Yya

POY AVPY NIYD NXPN YRNWN P PXONPN DX MV T, TOr nwA 797 9NN 92NNN0 NP WRnwn
NND
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m’b’:pn
NNAN NY DIIINNND MLP NN DM NN’ YWY MOPIN NONRD YRV NNN NNIHONN D 7PN )PYIN
L POR ONMN) XD, URIND WNAPY MINWNRNN NDYTI NPNYN NOYA NOVPON ONX XNDNTD )2 51000 Y10

301 DXV PAIX ( PINNN NP2 Y1) fin Y oN)

2171017191 P N Tor nwav P, TCP nmvpn 517110179 mdya mupad P71 on»mv P8 1wn
)

w1 .multi-threadinga winow w7 ,N1I0NNN 2 2 PIDID .MLPIN NN YONRN 7Y PIDNNI
Java naw v synchronizen ymna nwnnwin qon thread oa»n
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I8N0

NUNHYNY OrYYs
-1 YV IPIOYN PN, TONRIVIY NYYN NN WHINWND NIONI MO0 y8ao »15 —VMware

ININ DY DRI DPID ,NIMNMDN NHYINN MDIYNI DX2PN YINIY NIYAND NIV To2 N0 VMware
AavNn

NI HY TPNINION NN WY >T V1 32 N ubuntu-14.04.1-desktop-i386 1 wnnwn
(mnna Linux xapn Ubuntu nbyasn noavn). TOR

o m (Network Adapter) nwan nymny pr1ad pas VMware a Linux n mpnn »nx

. PN neya yund »1o, NAT: used to share the host's IP Address >

DN NN DY 7M7) Masn wann , TOR nwvwia 000X DINNS DY MO nyasny nomn — ARM
NN NIDIND TIT NN, YPIAND T INYIN TY 121y MPON DN DXNNNN DI IR NINID NIVINND, NYI2
SN0 NPIVAN DOV TIY MINID 1577 112, VIV MPY IN NYID NININ NNIN

(M52 vy ,CPU 09 2n1)) Daxwna vy e

(dir / controlports /0r 0T ,yasN NIV ,133) 99D DNH YT e
NMS295 NYINI MINIPININ MIDNT NOO DY DN PR DY @

NMNOR) AN NWHITH OY TOIMC NN NP @

VAN HY MITIN DN DY DIVIY TWRD NI DY TIND D5

arm - odin (Linux 2.6.28-18-generic) Tor 0.2.1.19 ( cpu: 0.6%  mem: 49 MB (1.2%)  pid: 4714  uptime: 10-22:26:36
caerSidi - 76.104.132.98:9001, Control Port ( ): 9051 fingerprint: A7569A83B57606AB1B1A9CB52EFF7D2032E4553ER
flags: Fast, HSDir, Named, Running, Stable, Valid exit policy:

page 1 / 3 - q: quit, p: pause, h: page help

Bandwidth (cap: 40 KB, burst: 100 KB):

Downloaded (586 bytes/sec - avg: 13.2 KB/sec, total: 11.8 GB): Uploaded (586 bytes/sec - avgy 13.3 KB/sec, total: 11.9 GB):
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MNY MDA0Y ORNIN 2OV TIND YIN ,OXIN 1NN ,NVAIND VITVIN NI XN - Lighttpd
P> NOVW INYT D) XINY DINN LTV INIVY INNVYNL TIRD 121 29997 NI VIDIY .DWINI

STaynn Sy onw

NMYSNND NINT DINIP MOIWYH DI 199 ,NPMIPN DINIP MOIWN NYIYIL TN D»>VINI -Nautilus
NRD DY DINAPN DY NPOYNN TWRD NOIYN MNP NP9 YD TN POV 7PN NOY VIV NIIWYN

19 qwann Vidalia, nbyann minayn 272 nominn Tor mond a7 nnNevys oon - Vidalia

NN MNXIY, NYD NY ¥ DODIYN NN MXIY,DI7X DX D 2N NN MXIY, TOr X PN I nnnb
PTNY T2 NN ONONN AN IMNTPNN DY TOM MYTHIN NN, NI NN DY DM2INN NYN DI2IYN
MPY T8 7PN MDIN NOW VIDIWN .0IWD PYHn DY TaYY W, Tow (Bridge)awan , Tor mpdn nx
NOTY) NWAY YY) DIDINY MINIPHA VPN YINIWI TNN MDY NINIY 17 DY NOYIN NOIvNa
(N55oma

D] A 2 @

Home Purchase Refer Help Settings

¥
@\ Connected to the Tor network!
./

&= United States - San Jose, CA
Vidalia Shortcuts

000 X Disconnect
Stop Tor Setup Relaying

’ a
View the Network B, Tor Bandwidth Usage ‘ E——— LEL@J&J‘

!, Bandwidth Graph

# My Shortcuts

|§J Message Log

[~] Show this window on startup

5 monisecr W (2 i

y‘ IP: 205.164.4 136 18.22 MB of 100.0 M8

Show Settings Reset

Since: 12:14:28 14 PIN

. TOr NWA 797197972 WIDHD AWANNY D910 90N — FOXYProxy
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root@ubuntu: ~

i!;

arm - ubuntu (Linux 3.13.6-32-g
, Control Port

HiddenServiceDir fvar/li
HiddenServicePort 80 127
SocksListenAddress 127.0
ControllListenAddress 127
ControlPort 9651
CookieAuthentication 1

ClientOnly 1

SHAMOON COLLEGE OF ENGINEERING

Y8910 N Na
L TPNDINYON NN YNIY Y TO Terminal 2 wnnw) NN YNNI

(MAx N27n ToIN) sudo bash oS 7% v Ynand TERMINAL 2 wonwind 1o
TOR 5w 5711 N2 197970 NX Ppnnv Bundle n x5 TOR nomn nx »pnn

etc/tor/torrc/ 2 xxpw TORRC Y210 NX NWY TN v NIPNNN INNRD

199N (ARM nyonn 7onn nnsn) TORRC n yawp

1y 1) 7:53AM {%

eneric) Tor 0.2.4.20 ( ) cpu: 0.0% tor, 2.7% arm  mem: 21 MB (1.8%) pid: 6771
( ): 9851 press 'n' for a new identity

b/tor/hidden_service/
.0.0.1:9080
.0.4

.0.0.1:9651

uptime:

ExcludeNodes agitator,173.228.89.229,coco,nini,109.163.235.243,n0deC,46.36.42.152,46.30.42.153,46.30.42.154 ,HKT01,HKTB2,192.254.168.26,R-
unningOnFumes4,192.3.134.99,MackinFas,91.221.111.7,marian,82.78.165.36,198.58.115.210,Unnamed ,default,{bh}, {by}, {mm},{cn}, {mo}, {tw}, {cu}-
o{tr},{kp},{sa},{sy},{tm},{uz},{vn},{eq}.{er},{in},{kz},{my},{ru},{ua},{kr}, {1k}, {th},{tn},{tr},{ae},{am},{cd},{cy},{ci},{ps}.{9q}.{an}.-
{gw},{id},{iq},{11},{1b},{ml},{s0},{sd},{zu},{mx},{co},{na},{td}.{1y}.{cf} {et},{ye},{af},{pk},{bd},{1a},{ph},{1d},{kh},{au},{nz},{gb},{-

ie},{?7}

EntryNodes spfTOR1el
AllowInvalidNodes middle
ExitNodes spfTOR1le2,77.1
ExcludeExitNodes
LongLivedPorts 21,22,80,
NumEntryGuards 8
EnforceDistinctSubnets @

UseNTorHandshake auto

30

09.141.139

({al},{dz},{ao},{az},{bj},{bt},{ba},{bn}.{??})

443,706,1863,56050,5190,5222,5223,6523,6667,6657,8080,8300,9001,9030

Tor nwaa NP >UNRNWYN P2 8NP
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\2Y72 NYVYIPN MDY 1201

SocksListenAddress 127.0.0.4 o

TAN 2VYNN P NINKR)TNIAN NYI NIDIT NI2IND P> XY DIINY DXIAVNNIOY T, NIIND NAINON MIPY
TOR nwAaY 2annnd Yo

HiddenServiceDir var/lib/tor/hidden_service/ e
ONION nny»oa INND N2IND 70 191N IWaN hostname Xx1pn NN MW NI NN 2232

HiddenServicePort 80 127.0.0.1:9051 e

TOR nwAaY 1577 92nNM 2wNnNa NIVN DY IWPNN TWN NN KW NINSPN

EnforceDistinctSubnets 0 e

VNN P IRT IMIVAN NODY NINDIN NINT 2090 ININD 112N T [P Hya ovavnn snww nvax
.01 IP1n 92nnnd Yo1 1NN

EntryNodes spfTOR1el e
No9yna My pavy »15 GUARD NODE ymxa wnnwnd nn»n INd N9Nan
LongLivedPorts e
21,22,80,443,706,1863,5050,5190,5222,5223,6523,6667,6697,3080,
8300,9001,9030

Y QUND PTHND NN NOIWND MDXNY NNY YT NN DN NIMIN YHYA DXV DIPTHIN VOIN IND
.(OnN) hidden service

UseNTorHandshake auto e

NOIN DY NN AWRD , " TAP? 090 N nonn nnvaxm 71nn Ny n27na X0 "NTOR" i nyond
S TAP" 2 wnne k8 X9 X0 770 "NTOR" by ©y12ww ©3nns wan Xin

31
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http://127.0.0.4/
http://127.0.0.1:9051/

e
ps—
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wiwy ARM mpnn

.DYA¥2 PANNN NN Y20 TOITC Y1IP2 MNIW MMY 9127, 19YNRY 1 9PN IR NYRIN VIDOWN

2 72wy TOR nwa nMayn oonns NHX TIT MINID 187 JWRD qON NV MO Nxa ARM miomn
Guard node vmnY bwnd Ny ,Guard,Middle,Exit NODE

NINYA NMINN DY NITHIN YT DY YNINND 919 1Y MPONN INYRIN NYIN NNIYN 1DTT NIV YN0
- IP N yasN ny»av o

2 9N

root@ubuntu: ~ 1y )

7 arm - ubuntu (Linux 3.13.0-32-generic) Tor 0.2.4.20 ( ) cpu: 0.0% tor, 2.1% arm mem: 21 MB (1.0%) pid: 6771
| , Control Port ( ): 96851 press 'n' for a new identity

: pause, h: page help, q: quit

-1
gl
I
I
I

4 luiD
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7:53AM {F
uptime:

CIRCUIT

CIRCUIT

CIRCUIT

CIRCUIT

CIRCUIT

CIRCUIT

CIRCUIT
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, Terminaln 797 X9 1939300 7NN torre 1 YIP NN NNWY 1Y NRTN NMIDIND TIND YWY T NN

VIDW DY) D8N D2aYwa, Hidden Service n Yv n1minn X MNINKD MWD dYNva MR 1)
.Tor nwaa anx MNaY »1519XN DMINI2

39N

leon@ubuntu: ~ fy ) 747AM {3

arm - ubuntu (Linux 3.13.8-32-generic) Tor 0.2.4.20 ( cpu: 0.0% tor, 2.3% arm  mem: 23 MB (1.1%) pid: 2679 uptime:
, Control Port ( ): 9851 press 'n' for a new identity

HiddenServicePort (Hidden Service Option)

Value: B0 127.0.0.1:9080 (custom, Dependant, usage: VIRTPORT [TARGET])

Description: Configure a virtual port VIRTPORT for a hidden service. You may use this option multiple times; each time applies to the service
using the most recent hiddenservicedir. By default, this option maps the virtual port to the same port on 127.0.8.1 over TCP. You may over-
ride the target port, address, or both by specifying a target of addr, port, or addr:port. You may also have multiple lines with the same
VIRTPORT: when a user connects to that VIRTPORT, one of the TARGETs from those lines will be chosen at random.

ControlPort 9051 Port providing access to tor controllers (arm, vidalia, etc)

CookieAuthentication True If set, authenticates controllers via a cookie
DataDirectory [home/Leon/. tor Location for storing runtime data (state, keys, etc)

ExcludeNodes agitator,173.228.89.229,coco,nini... Relays or locales never to be used in circuits

BridgeRelay ct g

ContactInfo <none: ntact information for this relay

ExitPolicy <none: raffic destinations that can exit from this relay
MyFamily <none: Other relays this operator administers

Nickname <none: Identifier for this rel

ORPort <none: Port used to accept relay traffic

PortForwarding alse Use UPnP or NAT-PMP if needed to relay
AccountingMax 0B Amount of traffic before hibernating
AccountingStart <none: Duration of an accounting period

-

®
5
”
E
.
a
¥

HiddenServiceDir i i ! Directory contents for the hidden service
80 127.0.0.1:9080 Port the hidden service is provided on

Tor nwaa NP >UNRNWYN P2 8NP
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hidden Service 5’

D> NN hidden service opnY MAVaND NX TOMFC NP2 MITHINY NN

MYITMHNY M na hostname Y21pa 7NN N2INON ,INNN NN DX PWNY

4n5cvihz5jqf4gm3.onion : »n wpw manon .hiddenServiceDir 2

AV NODIN MY I DIINN TIY NYY DI NN NIPNA, 7PXOION Y5 TIIND WHnNWI NNT NINo2
NN TPINY 2203 NNV NAIND DY XYW MTIPON

NIV TN W DT DIV, NN DOPNY DYDXIN NNIN NAINDN NN MDY WY PYOIY

. NVHLNY NN NWIY 7153 TOor NWH DOWN DIWIND IWAN TOr NvA 1) Yy Ty w

o9ya 90 http n mwn xnw Apache HTTP Serve niv oypna lighttpd 2 wonwns nodonn
Jdighttpd nmy5 nypnnd 537010 monn 0137 odarwn vt APACHEW owwn

root@ubuntu: fvar/libftor/hidden_service

DEIme

=

£
a
H

"H0 #include_shell "/usr/share/lighttpd/use-ipv6.pl "

GNU nano 2.2.6

server.modules = (

~

server.
Server.
server.
server.
server.
server.
server.

SHTTP["

"mod_access",
"mod_alias",
"mod_compress”,
"mod_redirect”,
"mod_rewrite",

document-root
upload-dirs
errorlog
pid-file
username
groupname
port

remoteip"] !~ "127.0

url.access-deny = (

}

server.dir-listing

index-file.names
url.access-deny

static-file.exclude-extensions = ( ".php",

compress.cache-dir

compress.filetype

## Use

ipv6é if available

lighttpd.conf x23pn NN NX NYY 0578 0 Lighttpd n mpnn ANy

"/var/www"l

"www-data”
"www-data”
9080

= "disable”

4 9N. setc/lighttpds n»pIna kymw

( "/var/cache/lighttpd/uploads" )
"/var/log/lighttpd/error.log"
"/var/runflighttpd.pid"

= ( "Leon & kfir Project-correlation on Tor.html" )

("~", ".inc" )

"pl", ".fcgil" )

" Jvar/cache/lighttpd/compress/"

( "application/javascript", "text/css", "text/html", "text/plain" )

‘# default listening port for IPv6 falls back to the IPv4 port

+ server.port

include_shell "/usr/share/lighttpd/create-mime.assign.pl”
include_shell "/usr/share/lighttpd/include-conf-enabled.pl”

W Get

W Exit

Help WriteOut
a® Justify

34

i Read File
Wl Where Is

W Prev Page
Wl Next Page

“K
AU

Tor nwaa NP >UNRNWYN P2 8NP

Cut Text
UnCut Text

(]
"]

13 1)

Cur Pos
To Spell

1:00PM {i*
Modified
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91 XDIPY LOITC ¥1IPA VYV MITIND P2 DINN MVYD TN v
39PN Y9NIW NI 9080 1TV Serverportn.l

391N1 15 127.0.0.15 9w Remoteip .2

. 2NN VAN TIT RO TOr v 777 MNayn NIVN NNYPN PYIY

2 Y99 NN N, NIV TIN INNX NYHVLN NN KAN DY
.4 7N wan- Server.Document-root

4 PNa yom- index-file.names a w9y AnNn NNOYND wNNWI 12 XPN DYY
, TINOMPN NINIAD D29 DMIN) YAPD YD YOPYNIY HY INN NN DIDMIN NN

NIN YNID ¥ MOLPS 10005 PVONRD TNY W 25 ) MXNIN I INN 7PN XD MTHI MYTIN N V' 1N Iy
PN9NPN

NI DMNWN DONDNM DINTN NHBMIT NN 197 1NN MXIY 129 wax Mpy 182 Vidalia 2 vinow
. Tor

Tor nwia vinay »75 FoxyProxy owa Firefox 5 maown ppnnd 718 non
Vidalia 2 »5ymnw nn »95 Hostname: portn nx 970D 718 0 mITina

.Socks V4/4A nx ypob SockProxy 1

35
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: HIYN 1Y) MPYA 18 BY NN TN

B MarqueesExamp\es-HTM x | Hidden Service
PR

oogle

4n5cvihzjgfdgm3.onion

Filister

HTML Codes > Marquee Tags

g,.l\ JBRackgrounds iGT:";"EIi caaphizs G

HTML Codes * Tutorials

Marquees

Layou

HTML Marquees ® Marqu

©

The following Marquee html tags are created to he
website or Myspace marquee blog. In this table yo
marquee image codes. Just follow our tutorial and
to reach your goal without need to use any kind o
attention that not all browsers, Netscape - old vel
function.

Basic HTML Tags
Marguee Codes
Special Characters
Wrap Text around Image
Tutorial Examples

HTML Color Codes

Caolor Chart

Color Converter

Caolor Palette

Color Picker

Color Code Generators

Myspace Layout Codes

Myspace Layouts
Myspace 2.0 Layouts
Myspace Backgrounds
Myspace 2.0 Backgrounds
Myspace Buttans
Myspace Comments
Myspace Cursors
Myspace Dividers
Myspace Glitters
Myspace Graphics
Myspace lcons

Picture Galleries

Codes

Marquees
2e Tutorial

BASIC M

<marquee>Change text betwes

Searching for grants?

4 1

+

—'-_'-_'-""
o S T

er (Non-commercial

al use onl

I~& H R

root@ubuntu: ~

Server Side

1) 4) 229AM %

arm - ubuntu (Linux 3.13.0-32-generic) Tor 0.2.4.20 ( )
, Control Port ( ): 9851
cpu: 0.0% tor, 2.7% arm mem: 19 MB (0.9%)

pid: 4537 uptime:

m

page h:lp, q: quit

Upload (20.8 Kb/sec):

=Wl |Show Settings

c; 19903744 o

36
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TINSIN

Sniffern ooy 1PNIN IYND NIV MPYN P2 NNYPN INKD 1DAPNNY NININD. 1

File Edit Source Refactor Navigate Search Project Run Window Help

YN ORI E G e R M e e Quick Acces | 5| @) 35 e

| Package Explorer &3 = B  [4) Histogramjava  [J] Histogram_Listjava  [J) snifferjava 53 [J] Serverjava = 08 | 5E Outline 5 = 8
=R-S] | ] -m BERRY e
» j= Analyzer System.out.println("Network devices found:"); 4 ©, sniffer
12 Tor_Project 45 num:int
int i = 0; 4 main(String[]) : void
for (PcapIf device : alldevs) { : PeanPacketHand! 4
String description = » @ newPcapPacketHandler( {...

(device,getDescription() != null) ? device.getDescription()
: "No description available";
System.out.printf("#%d: Xs [¥s]\n", i++, device.getName(), description);

mw

PcapIf device = alldevs.get(2); // We know we have atleast 1 device
System.out.printf(“\nChoosing "¥s' on your behalf:\n",

| (device.getDescription() != null) ? device.getDescription()
i : device.getName());

J T T T e T
/

* Second we open up the selected device

B il ]

4 int snaplen = 64 * 1024; // Capture all packets, no trucation
d int flags = Pcap.MODE_PROMISCUOUS; // capture all packets
1 int timeout = 10 * 1000; // 1@ seconds in millis
L Pcap pcap = o,
| Oran nnenl {ualdevice natiismal) ensnlen Flsne timenit  annhif\e 7
4 ) 4 | m | »

lens @ Javadoc (8, Deciaaton ) Console 3 Bk GEEE 8-y 0
Server [Java Application] C:\Program Files\Java\jre8\bin\javaw.exe (11 15:15:29 ,2014 PIN2)
Waiting for client message got... -
Waiting for client message is...
69.26037828369117
Waiting for client message is...

| Writable Smartlnsert | 65:3

EN L& m ]? |

37
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NIVNN OMNN NNOYY |, INK INX DY MPON DY NNYPN INKRD DIAPNNY MXXINM.2
(Sniffer »52) Yow 0NMY DIMIND KY NRY INX NMIPYY

File Edit Source Refactor Navigate Search Project Run Window Help
T L eN B0 QrEe- ey R Wi e

o Quick Access i3] ‘ﬁDebug

£ Package Explorer &3 = B  [1] Histogramjava  [J] Histogram_Listjava | [J) snifferjava 53 | [J] Serverjava = 0 | gE Outline & =8
=& v @ 7 = 5
=R * Main startup method L BAuYex
i Analyzer ' 4 ©, sniffer
124 Tor Project * fiparan angs | 5 num:int
3 ignored . 0 main(String(]) : void

) 3 » @ new PcapPacketHandler(){..|
static int num=0;
public static void main(String[] args) throws IOException {

final long[] Array = new long[1000];
//final int[] histogram = new int[17];
Histogram histogram = new Histogram();
List<PcapIf> alldevs = new ArrayList<PcapIf>(); // Will be filled with NICs
StringBuilder errbuf = new StringBuilder(); // For any error msgs
AR AR RN AR AR RN AR R R RN R R AR R R RSB Y
* First get a list of devices on this system
RS SRR S SRR S S S S RS RS SRS S SRR RS E SRR RS S AR |
int r = Pcap.findAlLLDevs(alldevs, errbuf);
if (r == Pcap.NOT_OK || alldevs.isEmpty()) {

System.err.printf("Can’t read list of devices, error is ¥s", errbuf

toString());
return;

‘ ) | m ]

Problems @ Javadoc [ Declaration [E) Console §3 | s &‘ Ex ,fEl fB-ri~r=nN
Server [Java Application] C:\Program Files\Java\jre8\bin\javaw.exe (11 15:28:06,2014 PIN2)
Waiting for client message got... -
Waiting for client message is...
267.6901193544506
Waiting for client message is...

Writable Smart Insert 4:3

T e B |

38
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NN MO NJAV

99010 O”N MIYNRI MIVAN MY MIVAN
1 69.26037828 267.69011935
2 60.45640795 541.32181324
3 71.65745594 556.41761131
4 87.64560057 316.83165497
5 54.14599165 240.19730064
6 49.65484281 310.97094651
7 77.99136648 213.66107801
8 90.66785521 490.89774631
9 50.14477932 584.99565421

10 98.54567113 270.54535638

MS2 DNYPR DI PYPIND DXPNIIN

Sniffer n oMY Yy 1PN IWRD NIV NMIPON P2 NNYPN INKD NYAPNN NNIYNIN NTWIND
INKR MPOY NIVNN DNN) NNOYY, INKR INNR DY MPON DY NNYPN INRD NOAPNN NMIYN MIVIRD

. MIPYM NIVN P2 NNVPN PRY IMRY NN (Shiffer ¥532) 19w 0mmd 091NN XY NRY

PIYNN MINTIY XIN MY 92001, 7PV NNHYNRIN MIVAND P2 DOWINN NN NI NINID 01D DN
MWN 2 P OIPOPIND PNIND NN NIAYN YN, MNP NP IMYRIN MIVINI MLVPS P
D901 ININ MXNIND , O DIYPNN) DIPIRND NMIX OTPDY NIYM NMIPINN IWHNY MNINVDNIN
7772 19IN2 )2 MIXID I .NIYM MPON P2 NNYPN 7PN KD TUNRD 1MIVN MITVIRD DY 1ONRND DIVP
NPIIVAND 2 0N NN

Tor N¥NQ N'X7NI7

Sniffern DN'72V [7NIM YWUKXD MWAI NIFZ70 2 NNIvPn (Sniffer '72) 17w D1IMA7 DTN X7 XYW DX NIP77 MU 02N NNY7WIE, TNX NXR OV NIR70 79 niwpn

556.4176113
541.3218132
490.8977463

310.9709465
267.6901194

240.1973006 213.661078

8764560057 90+66785521
69.26037828mmprtseters 2657 4SSTY 72.9943667
54.Ta599%65 7965487781

Tor nwaa 18P SWNRNYUN 193 YYD

584.9956542

270.5453564

98,54567113

50.72%77932
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(=)= 24 v
N257 MHON NOIYNI MOINNY ,NM2TY NTHIAY MDAD DY TTINNDY DN 1D DI NN PNIND VPN
,D¥25NN NaN

D291 ,0I1N3 %21 YW 1190 P TH 9170 nwnTw Real Time noayn 102 oy T7nnn5 NXIND
TN ,0MUN DXITIND OMNNIN NN P2 YT NNMT IYIND YT NPIIAPNI TIAYD TN .0MNDONM

novs JAVA nav v nomoioy nx NMpno 1Y D7) 090NN Yo v starvationy deadlocks nynan
.multi-threads friendlyy Object oriented non

TOR nvA Y 0910119 00 TCP/IP 15 071590 00K YPI0119 DYDY NYTHINN
5y 1222997 TCP/IP 919107192 DOwnnwn on T80

Wireshark ,Java ,JPcap ,RockSaw 1o mnw man mdn MmN moIyna wnnwnd T8 1315

MorNa NN Real Time »xina nTpann awN NN noyn Ny, ANALAYZER ,TOR nvA
NNVIAN PIY YXID DMIDTY Y31 DNIYIN NYIN NMITY TIP NMIRDN DD, NWIL DINDMPN YN MNPN
2»0M YN

,NIWD WNNWNRN P2 DXNNI DMITOY INN RN M3 NIWAY TOr NYI IWPNNY NIV NNIY NYPINI 9oNa
.hidden servicesby y1n nX P nynd 031N 11N NIVND

MNPV TN NPO 02 MMPan LINUX ndyann noayn nX pmiyd 970105 NidNm NwaT Mo on na
. 2NN IITHID

DYOPMIY MYYD NPNY INPY NHHINNNI DXOITIVDD NIIY NNYNA NTIPI2 MY VINNA N VPN
LDMNK DN IN NDNNX ININD DY TOor Xw»1

D”9VAN O NY OOVININ
, MY MLOW NIWN DXNNY NPIY 7Y A9ITHIN NYI NIIWHRN NYHLN

22NN NIV NX JI0NN DN DY NPHININNX NPAYY TNN ONY WY DMINVLIA DM DY IPNN TYNN
SNWOS NMINa

40
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Tor- https://www.torproject.org/

Jpcap- https://github.com/jpcap/jpcap

Wireshark- https://www.wireshark.org

Rawsocket- https://www.npmjs.org/package/raw-socket

Ubuntu -http://releases.ubuntu.com/14.04
lighttpd-/http://www.lighttpd.net

Vidalia-https://www.torproject.org/projects/vidalia.html.en
Eclipse- https://www.eclipse.org
Vmware- http://www.vmware.com

Ubuntu-/http://www.ubuntu.com
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Java.lang.Object

A

:0°N90)

jpcap-Networkinterface
Address

jpcap.Networkinterface

jpcap.JpcapCaptor

RawSocket

org.savarese.rocksaw.net.

jpcap.Packet

y

A

jpcap.IPPacket

jpcap.TCPPacket

1. Go to the Jpcap download section and put the files, jpcap-0.6.zip and JPcapSetup-0.6.exe in
a folder. Unzip and execute them.

2. Copy the Jpcap.dll file to the C:\Windows\System32 folder

3. Start Eclipse, make a new project, make new package, make a new class, write your code.

4, Right click on the project name --> Build Path --> Configure Build Path ... --> Java Build Path

--> Add External JARS...

5. Add the jpcap.jar file.

6. Run your program.
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Wireshark

capinfos - Prints information about capture files

dftest - Shows display filter byte-code, for debugging dfilter routines.
dumpcap - Dump network traffic

editcap - Edit and/or translate the format of capture files

idl2wrs - CORBA IDL to Wireshark Plugin Generator

mergecap - Merges two or more capture files into one

randpkt - Random Packet Generator

rawshark - Dump and analyze raw pcap data

reordercap - Reorder input file by timestamp into output file
text2pcap - Generate a capture file from an ASCIl hexdump of packets
tshark - Dump and analyze network traffic

wireshark-filter - Wireshark filter syntax and reference

wireshark - Interactively dump and analyze network traffic

The following man page is part of the libpcap distribution and hosted here as a convenience for our users.

pcap-filter - Capture filter syntax

raw-socket

This module implements raw sockets for Node.js.

This module has been created primarily to facilitate implementation of the net-ping module.

This module is installed using node package manager (npm):

# This module contains C++ source code which will be compiled
# during installation using node-gyp. A suitable build chain

# must be configured before installation.

npm install raw-socket
It is loaded using the require() function:

var raw = require ("raw-socket");
Raw sockets can then be created, and data sent using Node.js Buffer objects:

var socket = raw.createSocket ({protocol: raw.Protocol.None});
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socket.on ("message”, function (buffer, source) {
console.log ("received " + buffer.length + " bytes from " + source);

D

socket.send (buffer, 0, buffer.length, "1.1.1.1", function (error, bytes) {
if (error)
console.log (error.toString ());
D

Lighttpd

Get the source You can either use a release from http://www.lighttpd.net/download or compile from svn:
Using a release/snapshot:

Extract the tar ball and enter the new directory:

tar -xf lighttpd-1.4.XXX.tar.gz

cd lighttpd-1.4. XXX

svn (you will need autoconf and automake for this):

First time:

svn checkout svn://svn.lighttpd.net/lighttpd/branches/lighttpd-1.4.x/

cd lighttpd-1.4.x

Jautogen.sh

Next time from lighttpd-1.4.x/:

svn update

Jautogen.sh

lighttpd 1.5 (development branch)

lighttpd 1.5 is not released yet, but you may checkout the source from:

svn checkout svn://svn.lighttpd.net/lighttpd/trunk/
cd trunk

Jautogen.sh

See DevelSubversion and Devel.

Install dependencies

Depending on which features you want, you need other libraries; you will want at least libpcre and zlib, for
more see OptionalLibraries.

On most systems you need to install the development version of the library packages, the library itself
won't be enough!

On debian you can also use apt-get to install all build dependencies:

apt-get build-dep lighttpd

Here is the list used for the debian packages (without the packaging parts): libssl-dev, zliblg-dev, libbz2-
dev, libattrl-dev, libpcre3-dev, libomysglclient15-dev, libfam-dev, libldap2-dev, libfcgi-dev, libgdbm-dev,
libmemcache-dev, liblua5.1-0-dev, pkg-config, uuid-dev, libsglite3-dev, libxml2-dev, libkrb5-dev.

Configure
Now you have to use the ./configure script - there is a help option for it:

.Jconfigure --help
Don't forget to set the --prefix if you don't want to install in /usr/local.
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Build
If the configure step was successful, you can now build it:

make

Install

After a successful build you may install the package. This is not needed, but you will have to give lighttpd
the correct location of the modules if you don't (see ./lighttpd -h).

As you hopefully didn't use root to build the package, you probably have now to get root access:

su make install

Init script

The init-script that is shipped with the source-tarball is meant to be run on a LSB conforming platform like
SuSE, Fedora or Debian.

For 1.4.x versions from r2742/1.4.27 onwords , use doc/initscripts/ instead of doc/ in the commands
below.

sed -e 's/FOO/lighttpd/g' doc/initscripts/rc.lighttpd > /etc/init.d/lighttpd
chmod a+rx /etc/init.d/lighttpd

cp -p doc/initscripts/sysconfig.lighttpd /etc/sysconfig/lighttpd

mkdir -p /etc/lighttpd

#<1.4.27
install -Dp ./doc/lighttpd.conf /etc/lighttpd/lighttpd.conf

#>1.4.28
cp -R doc/config/conf.d/ doc/config/*.conf doc/config/vhosts.d/ /etc/lighttpd/

chkconfig lighttpd on
If you're running CentOS or RHEL you might need to change the first line to this

sed -e 's/FOO/lighttpd/g' doc/initscripts/rc.lighttpd.redhat > /etc/init.d/lighttpd
In Debian / Ubuntu you use update-rc.d rather than chkconfig:

update-rc.d lighttpd defaults
Supervise
As an alternative to init scripts you can setup a "supervised" lighttpd with daemontools or runit, see
LighttpdUnderSupervise Get the source
You can either use a release from http://www.lighttpd.net/download or compile from svn:
e Using a release/snapshot:
Extract the tar ball and enter the new directory:

o tar -xf lighttpd-1.4.XXX.tar.gz

e cd lighttpd-1.4.XXX

e svn (you will need autoconf and automake for this):
First time:

e svn checkout svn://svn.lighttpd.net/lighttpd/branches/lighttpd-1.4.x/
cd lighttpd-1.4.x
Jautogen.sh

Next time from lighttpd-1.4.x/:

svn update
Jautogen.sh
lighttpd 1.5 (development branch)
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lighttpd 1.5 is not released yet, but you may checkout the source from:

svn checkout svn://svn.lighttpd.net/lighttpd/trunk/

cd trunk

Jautogen.sh

See DevelSubversion and Devel.

Install dependencies

Depending on which features you want, you need other libraries; you will want at least libpcre and zlib, for
more see OptionalLibraries.

On most systems you need to install the development version of the library packages, the library itself
won't be enough!

On debian you can also use apt-get to install all build dependencies:

apt-get build-dep lighttpd

Here is the list used for the debian packages (without the packaging parts): libssl-dev, zlib1g-dev, libbz2-
dev, libattrl-dev, libpcre3-dev, libmysqlclient15-dev, libfam-dev, libldap2-dev, libfcgi-dev, libgdbm-dev,
libmemcache-dev, liblua5.1-0-dev, pkg-config, uuid-dev, libsqglite3-dev, libxml2-dev, libkrb5-dev.
Configure

Now you have to use the ./configure script - there is a help option for it:

Jconfigure --help

Don't forget to set the --prefix if you don't want to install in /usr/local.

Build

If the configure step was successful, you can now build it:

make

Install

After a successful build you may install the package. This is not needed, but you will have to give lighttpd
the correct location of the modules if you don't (see ./lighttpd -h).

As you hopefully didn't use root to build the package, you probably have now to get root access:

su make install

Init script

The init-script that is shipped with the source-tarball is meant to be run on a LSB conforming platform like
SuSE, Fedora or Debian.

For 1.4.x versions from r2742/1.4.27 onwords , use doc/initscripts/ instead of doc/ in the commands
below.

sed -e 's/FOO/lighttpd/g" doc/initscripts/rc.lighttpd > /etc/init.d/lighttpd

chmod a+rx /etc/init.d/lighttpd

cp -p doc/initscripts/sysconfig.lighttpd /etc/sysconfig/lighttpd

mkdir -p /etc/lighttpd

#<1.4.27
install -Dp ./doc/lighttpd.conf /etc/lighttpd/lighttpd.conf

#>1.4.28
cp -R doc/config/conf.d/ doc/config/*.conf doc/config/vhosts.d/ /etc/lighttpd/

chkconfig lighttpd on

If you're running CentOS or RHEL you might need to change the first line to this

sed -e 's/FOO/lighttpd/g' doc/initscripts/rc.lighttpd.redhat > /etc/init.d/lighttpd

In Debian / Ubuntu you use update-rc.d rather than chkconfig:

update-rc.d lighttpd defaults

Supervise

As an alternative to init scripts you can setup a "supervised" lighttpd with daemontools or runit,
see LighttpdUnderSupervise

5 minutes
Want to run a fast, low-resource server for static content? It's easy. Create a text file named lighttpd.conf
with the following content:
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server.document-root = "/var/www/servers/www.example.org/pages/"
server.port = 3000

mimetype.assign = (
".html" => "text/html",
"ixt" => "text/plain”,
".jpg" => "image/jpeg",
".png" => "image/png"

lighttpd will listen on TCP port 3000 and bind to all interfaces by default. The few important MIME types
are assigned

and the document root (the base directory that is used for all requests) is set. The files in the document
root have to be

readable by the user starting the web server.

First, check that your configuration is ok:

$ lighttpd -t -f lighttpd.conf
Now start the server for testing:

$ lighttpd -D -f lighttpd.conf
and point your browser to http://127.0.0.1:3000/

To stop the server, return to the command prompt and press ctrl-c.

A real daemon
Next you should familiarize yourself with some settings necessary for your server's security:

server.document-root = "/var/www/servers/www.example.org/pages/"

server.port = 80
server.username = "www"
server.groupname = "www"
mimetype.assign = (
" html" => "text/html",
"ixt" => "text/plain”,
"jpg" => "image/jpeg"”,
".png" => "image/png"

)

static-file.exclude-extensions = ( ".fcgi", ".php", ".rb", "~", ".inc"

index-file.names = ( "index.html")

Now the web server is listening on port 80, the default for HTTP traffic, and will switch to the user www
and the group www.

The server has to be started as root to take control of port 80, but it's not necessary or a good idea to
continue running as root after port acquisition, so the server switches to user www.

Lastly, access to view the contents of some types of files is forbidden as they are used for generating
dynamic content. Requests directly to a directory are rewritten to the index.html file in that directory.

Assuming you have already created the /etc/init.d/lighttpd service as described in Tutoriallnstallation,
place the config file in /etc/lighttpd/lighttpd.conf and start the server with:
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# [etc/init.d/lighttpd start
To stop it use:

# letc/init.d/lighttpd stop
10 minutes
Conditionals, conditionals, conditionals:

The most important part in Lighty's configuration is the use of conditionals. Using simple or regular
expression conditions, default setting can be overridden.

server.document-root = "/var/www/servers/www.example.org/pages/"

server.port = 80
server.username = "www"
server.groupname = "www"
mimetype.assign = (
" html" => "text/html",
"ixt" => "text/plain”,
".jpg" => "image/jpeg",
".png" => "image/png"

)

static-file.exclude-extensions = ( ".fcgi", ".php", ".rb", "~", ".inc")
index-file.names = ( "index.html")

$HTTP["host"] == "www?2.example.org" {
server.document-root = "/var/www/servers/www2.example.org/pages/"
}
Now we have a new virtual server, www2.example.org, which uses the same settings as the first server,
only the document root is different.

The following server configuration adds a download area and enables the built-in directory listing feature:

server.document-root = "/var/www/servers/www.example.org/pages/"

server.port = 80
server.username = "www"
server.groupname = "www"
mimetype.assign = (

".html" => "text/html",

"ixt" => "text/plain”,

".jpg" => "image/jpeg”,

".png" => "image/png"
)

static-file.exclude-extensions = ( ".fcgi",
index-file.names = ( "index.html")

.php", ".rb", "~", ".inc")

$HTTP["host"] == "www2.example.org" {
server.document-root = "/var/www/servers/www2.example.org/pages/"
SHTTP["url"] =~ "~/download/" {
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dir-listing.activate = "enable"

}
}

As you can see, conditionals can be nested: only the download folder and its sub-folders have the
directory listings enabled.

There's also the else clause for conditionals. Despite the name, it's an else if construct similar to some
programming languages, as it has to be followed by another condition.

Here's an example of conditional-based vhosts. The else is being used to configure behavior that should
be present only in "default” vhost.

$HTTP["'host"] == "example.org" {
# options specific to example.org
expire.url = ("™ =>"access plus 25 hours")
} else $HTTP["host"] == "static.example.org" {
# options specific to static.example.org
expire.url = (" => "access plus 2 weeks" )
} else $HTTP["host"] =~ " {
# options applied to any other vhosts present on this ip
# ie. default options

expire.url = ("™ =>"access plus 3 hours™")

}
Now that we've covered the basics, you're ready to learn some more advanced topics like includes and
configuring PHP with FastCGil

After 30 minutes
Now you know the basic set up, include files, and maybe even how to set up PHP or Ruby. But there's so
much more to find out.

Most of it is described in examples in the default configuration file that you can find in the doc directory of
the tarball or in the repository (source:trunk/doc/lighttpd.conf).

For the configuration file syntax and the complete list of configuration options, visit the reference section
of the wiki: Reference Documentation

Also check out our community.

lighttpd.conf Magnifier (11.2 KB)

Tor

Introduction
Tor or The Onion Router is a toolset used to help anonymize your traffic. From the Tor website:

Tor is a toolset for a wide range of organizations and people that want to improve their safety and security
on the Internet. Using Tor can help you anonymize web browsing and publishing, instant messaging, IRC,
SSH, and other applications that use the TCP protocol. Tor also provides a platform on which software
developers can build new applications with built-in anonymity, safety, and privacy features.

This guide is an adaptation of the official Tor installation method. It has been changed to reflect
installation methods unique to Ubuntu, but may easily be used as a guide for other Debian based distros.

Installing Tor
Install Tor by issuing the following command or use System --> Administration --> Synaptic Package
Manager:
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sudo apt-get install tor
If your version of Ubuntu is not the latest, or does not have Tor, you may prefer to install from the Tor
project's own repository: see Tor installation documentation for the latest instructions.

Starting Services and Checking Status

sudo /etc/init.d/tor start
Check that the Tor service is running on port 9050:

ss -aln | grep 9050
You should see either or both lines of the following output:

0 0 :::950 ::*
0 0 *950 =**
(Potential Issue on 8.04 =

Some of you following this will notice that there are no scripts in the /etc/init.d folder. This won't help you,
but just lets you know it may not be there. Also attorproject manually installing with their deb package.
Same thing. It isn't you.

sudo /etc/init.d/tor start

)

You can test if Tor is working by connecting to this web page: https://check.torproject.org

Install Vidalia (Optional)

Vidalia is a controlling Graphical User Interface for Tor. Tor must be installed for Vidalia to work. Once
you have installed Tor and Vidalia you can configure client and relay settings through Vidalia. To install,
type the following command in a terminal:

sudo apt-get install vidalia

Anonymizing Applications

Here are some common applications people configure for use with Tor on Ubuntu. The Tor FAQ lists
more supported applications.

Mozilla Firefox

The Tor project recommends that you download their patched version of Firefox, the Tor Browser Bundle.

If you prefer, you can use the Torbutton Firefox extension, but the Tor developers say they can no longer
guarantee to keep up with the pace of Firefox development.

Note 1: You will natice that browsing through Tor is slower - this is normal due to the extra hops and
encryption required.

Note 2: With older version of Ubuntu and Firefox, it may be necessary to first disable the proxy settings in
Firefox's native options menu when using Torbutton; otherwise Torbutton will be unable to disable Tor.
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FoxyProxy

Under Proxy Options select proxy type SOCKS v4
Enter 127.0.0.1 for the host

Enter 9050 for the port

Leave user/pass blank

VMware

Before creating a virtual machine, you must obtain the operating system and any necessary product keys
for installation in that virtual machine. VMware Fusion does not come with any operating systems to install
in virtual machines you create.

This method assumes that you are using a physical CD or a disk image (.iso / .cdr /.dmg file). You cannot
create a Windows virtual machine by using .exe files downloaded from Microsoft, as those files need to
be run on a Windows PC.

To create a new Windows virtual machine using the Easy Install method:

In Fusion, go to File > New. The New Virtual Machine Assistant launches.
If you have a physical CD/DVD of Windows, proceed to step 4.
If you are using an .iso/.cdr /.dmg image file:

Nautilus

Nautilus is a user authentication and management service.
sudo add-apt-repository ppa:gnome3-team/gnome3
sudo apt-get update && sudo apt-get install nautilus

## Work In Progress

Please note, this is an on-going, incomplete project! While the core
functionality should remain stable, some important features are not yet
implemented and design is subject to change.

## Setup
Currently Nautilus requires Riak 1.4 as its persistence layer. Ensure Riak is
installed and running. By default, Nautilus looks for Riak on “localhost:8087".

## Usage

Nautilus is a standalone service which provides pre-authenticated, transient
proxies to privileged backend services. For instance, a client application can
use Nautilus to obtain a portal which maps to a user's profile page. Because
portals are pre-authenticated, there is no need for an application to check
credentials against the database on every request. After a set period of time,
a portal expires and consuming applications may respond by transparently
requesting a new portal.

A complete flow, from user creation through portal creation works like this:

1. A user is created via the user creation endpoint

2. An OAuth 2.0 Bearer Token is created on behalf of the user

3. Arequest for a portal against an existing backend service is made
4. Using the portal ID obtained in step 3, a proxied request is made

52
Tor nwaa NP >UNRNWYN P2 8NP



— 5B —

SHAMOON COLLEGE OF ENGINEERING

To clarify how this might work with a real client application, let's walk
through the above flow using curl. (Assume we have an instance of Nautilus
running on localhost port 3000.

“sh

$ curl -X POST http://localhost:3000/user \
-d '{"email": "foo@bar.tld", "password": "hunter2"}' \
-H 'Content-Type: application/json'

14
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