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=zJava Class=>

(® Gateway
Check

o goodgatew ays: String[]
4 countg: int

& Gatew ay(Stringll)
@ Check():int

@ compareGatew ays(String[],int):int -,

=<=Java Class=>

(3 CheckUserDnsDomain
Check

4 port: String
4 host: String

& CheckUs erDnsDomain(String{])

@ Check():int %e..

®.

<zJava Class=>

(9 CheckWebsite
Check

o sites: String(]
4 numOfSites: int

& CheckWebsite(Stringl])
@ Check():int

@°checkfURLExists(String)-boolean.,

=<=Java Class>>

(& Checklp
Check

o goodipRange: String(]
4 goodipCount: int

Oc Checkip(String(])

@ Check():int

@ comparelps(Stringf],int):int

B isinRange(String, String):-boolean

<zJava Class>>

(9 CheckFriends
Check

o D: String

o ConnectionPcs: String(]
o NumberFriends: int

o SecTimeQut: int

& CheckFriends(String(])

@ Check():int

@ GetlX):String

GetFriends():void

= RandomNumberArray(int,int):int[]
@ isinRange(Sfring, String):boolean

getRangeFromSubAndip(String. String):String

@ MatchGroup(Sfring(], String): String
@ GetGroups Ofips(int):String(]
DecimalToBinary(int):String

.Microsoft Windows

Class Diagram .2.5.6

<zJava Class>>
<=Java Class>> @ Policy
GMain (default package)
(default package)
4 Result: Map<String.String>
och/hh() _____________ > 4 rules: Map<String, LinkedList<String>>
@ main(Stringl]):void 4 priority: Map<String, integer>
3 7 3 .
& FllCheckArr():RecognaizeAction(] C . -
s - - - A Policy(Map=String, String>)
A’FlActionArr():MakeAction(] & returnAction():String
4 4 ; & FilRules()-void
; A convert(String):String
i <<=Java Class>>
% Y (3 Logout
<zJava nterface>> <<Java nterfaces> Action
€3 RecognaizeAction| OMakgActlon oveeemmne &Logout))
Check Action
= @ Action():void
© Check(yint @ Action()void | .,
¥ ﬁ 4 I" /'\ N}b v <<Java Class>>
N i RS ®Lock
& ; Action
&Lock()
T
3 © Action{):void

y

<=Java Class>>

(@ Factory
(default package)

@ Factory()

@°getCheck(String, Stringl]) RecognaizeAction

& getAction(String,Stringl])- MakeAction

<<sava class>>
(3 ShutDown
Action

& ShutDow n()
@ Action():void

<=Java Class>>

GlLog
Action

% [ Lo
| @ Action():void

=zJava Class>>
(9 DisableNetwork
Action
. | &"Disavienetw ork)
% | @ Action():void
<=Java Class>>
<zJava Class>> <<Java Class>> (@ SendMail
(9 FriendTask (9 Connection Action
Check Check 5f SMTP_HOST_NAME Stri.
o ip: String S serialVersionUD: fong = 1L Sof SMTP_HOST_PORT: Stri...
o id: String o output: ObjectOutputSiream Sof SMTP_AUTH_USER Stri

o SecTimeQut: int

o input: ObjectinputStream

Sof SMTP_AUTH_PWD: Strin...

& FriendTask(String String int) 9 socket: Socket 4 to: String]

@ call():String B hosit g &°SendMail(Stringl])
SingleCheck():int & Connection(String) @ Action() v

@ pause(int)-void @ check(String):int sendFromGMai(String St .

10
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N1DINN NTAN 2571

Setup Program

Set list of allowed IP's range

Set list of allowed Web Sites

Set list of allowed Gateway IP's

System Admin Settings files

Set Secret key identifier

Set allowed Domain controller

Set Policy rules
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nwA? NNanna 'IN'T

Identification network connection

Change Network Status

Task Scheduler

2.5.7.2

Check Program

Y

A
S

CheckProgram

nva NP'mM 2.5.7.3

Check Network

Check Web Site

Check Friends

HUsE
Check Gateway
Policy
L
Command Line he-::l-: Domain Controller
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[¥l1p Ranges : (10.2.1-10.1-20 |v|| Remove [[10.2.140.120 || Add

[v] Web Sites : |mvw.g00gle.com ‘v|| Remove Hmw:.google.com | Add
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Policy .6.3

N TAN 7 NIRXIN 21N DT'R7 O'7TI2 X INNTYAY 0'IN YAl 0'io Policy - n 2%wa
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UML .7

Sequence Diagrams .7.1
NYI N20 Nip'Ta yixa .7.1.1

main factory gatew ay checkWebsite checkUs erDns Domain checkip checkfriends friendTask connection
®Main (@Factory ||(®Gateway ||(®CheckWebsite || (3 CheckUserDnsDomain || (3 Checklp || (3 CheckFriends || (3 FriendTask || (3 Connection
(default package) | |(default package) Check Check Check Check Check Check Check

Fﬂl&eck/-\rr(),Féecogna»zeActior}ﬂ

ge(O'neck(Stm.g.Smngl]) Recog.naize/-\ction

Check():int

Check({):inf ,I.J

Check{):int /I.J

Check():int ,U

Check():int

= ’U call):String
check(String):int

Policy 97 ni'n1ys n1'na.7.1.2

main
(& Main

(default package)

policy
(& Policy

(default package)

!
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ni7iyo yixa.7.1.3

main factory disableNetw ork lock logout sendMail shutDown
(& Main (& Factory ||(®DisableNetwork || (& Lock ||(3 Logout || SendMail | | (3 ShutDown
(default package) | [(default package) Action Action Action Action Action

H s §
FillA ctionArr()-MakeAction]] § §
getAction{String. String[]):MakeAction § :
Action():void \;
Action()vaid | il R
Action()-void | § il U § f
Action():void ! ’Ll N §
Action():void . | ,l_l
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X |"X7 [N YD1 N7WN NU'YWA NO'WN DR ONT7 NIZID' NIWAI'Y NIR7NN .0'NXY
.Upannn vaisnn o19'on

NIPNNN-NN7 NNWOXRN NN JIN DXY DY unn 2 Tan? X' 72ysnn n\an ninn
NN7 N'NTI YOINN N'Y' .YOIN IIX'Y7 NR'7NN NTR7 0'7NNY PYUNNN DX NIYNANN
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